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Changes for the Better

Mitsubishi Electric paspaboTana TexHonoruo o6HapyxeHus
KnbepaTak ansa KpUTUYEeCKN BaXKHbIX MH(PPACTPYKTYPHbIX OOBHLEKTOB

O6HapyxeHue 8 pexXume peasibHO20 8peMeHU Kubepamak Ha cucmemb|
yrpaerneHusi nosbicum cmabusibHOCMb UHGhpacmpyKmypHbIX 06beKmos

MockBa, 5 nroHsa 2017 r. - Kopnopauma Mitsubishi Electric o6bsiBuna o paspaboTke
TexHonormm obHapyxeHunsa knbepartak, No3BonsAtoLLEen 6bICTPO BbISIBUTb OTKIIOHEHUSA OT
NpeayCTaHOBMEHHbIX KOMaH4 B CETEBOM Tpadmke CUCTEM YNpaBreHUs KPUTUYECKU
BaXHbIX  MH(PaACTPYKTYpHbIX OObEKTOB. TexHomnorns  onpegensieT  UCKYCHO
3aMackMpoBaHHble  Noa  ObObldHble  KOMaHabl  kmbepatakm Ha  OObEKThI
9HeprocHabxeHus, razoobecrnedyeHns, BOAOCHAOXKEHUS, XMMUYECKOW W TOMNSIMBHOM
NMPOMBbILLNIEHHOCTN, HEe OKasblBasi BIIMSIHUA Ha BO3MOXHOCTM  OMNEepaTUBHOIO
ynpaBneHus, 4to obecnevmBaeT ctabunbHyo paboTy MHPacTPyKTypbl.

Kommepumnanusauma  TeXHONOrMm  3awmuTbl  MHAPACTPYKTYpPbl  reHepauumn  u
pacrnpefeneHna  3NeKTPO3HEPrnn OpPUEHTUPOBOYHO 3annaHvpoBaHa Ha 2018
domHaHcoBbIn rof (¢ 1 anpens 2018 r.). dpyrue npunoxeHus 6ygyTt paspabatbiBaTbCs B
pamkax CTpaTtern4yeckon nporpaMmmbl cogenctams nHHosaumsam (SIP) no knbepsawute
KPUTUYECKN BaXXHOW MHAPACTPYKTYpbI.

Cywectsyiowue  KOHTPOnb CucremMbl ynpaBneHuA KpUTUHECKU
TeXHONOIruu o
ynpaensiolWnx y3rioB  paxHow MH(PaCTPYKTYpbI
YBenuueHuve nexue ¢ 34 000 npumepamm
Konuyecrea 3pUTENbHBIX COBLITUIA  Kontponnep
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O6GHapyxeHue arak 6e3 HapyweHus paborbl
CUCTEM B PpeXUMEe peanbLHoro BpeMeH!

(Tpebyemoe 3HayeHue: 1,44 mc > 0,04 MC * * *
YpoenersopsieT TpeboBaHUI0)


http://www.mitsubishielectric.com/
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Peanunsaums HOBOW TEXHOMOMMW YaCTUYHO OCHOBBLIBAETCS Ha pesyrnbratax MnpoekTa
“KnbepbesonacHOCTb ANSA KPUTUYECKUX WHGPACTPYKTYpP”, WUCMNOMAHEHHOro LleHTpom
6esonacHoctn cuctem ynpaenenuss (CSSC). [lMpoekt “KnbepbesonacHocTb Ans
KPUTUYECKUX MHAPACTPYKTYp” ABNAETCS 4YacTbio MexBeaoOMCTBEHHOW MporpaMmbl
NpoaBMXKeHUs cTpaternyecknx nHHosaumm (SIP), nogaepxxmsaemon CoBETOM MO Hayke,
TEXHWKEe U MHHOBaLMsM, 1 Bbin 3akasaH snoHckon OpraHusaumen no reHepnpoBaHmio

HOBbIX 9HEPreTUYecKmx 1 NpomblwrieHHbIX TexHosoru (NEDO).

KnroyeBble 0COGEHHOCTU

- Mo coctosiHmio Ha 17 masa 2017 roga 91O nepBasi B MUpe TEXHOMOrnd, KoTopas
onpegenseT npaBuna Ha OCHOBaHMM OObIYHLIX KOMaHZ CUCTEM YynpaBneHust Ons
Kagoro pabovero COCTOSIHUA U UMHTEPNPETUPYET OTKIIOHEHUSA OT TakmMxX KOMaHzg, Kak
aTaku.

- TexHonorus obecneuynBaeT GecnepebonHyo paboTy cuctemM ynpasneHusa dnarogaps
OTCYTCTBMIO B npoLuecce ObHapyXeHusa aTak ANUTenbHbIX Npoueayp COMnoCTaBfeHus
AaHHbIX MO NOJ03PUTENbHBIM CODLITUAM.

- TexHonorusi cnocobcTByeT obecneveHnto cTabmnbHOCTU MHGPACTPYKTYpPbIl, MO3BONASNA
3a MaKCMManbHO KOPOTKOE BpeMsi OOHapyXUTb aTaku M OKasblBask MUHUManbHOE
BMMSIHME Ha NpPOLIECCbl CUCTEM YNpPaBleHUs, BbIMOMHAEMble 3a OnpederieHHble

BPEMEHHbIE NMPOMEXYTKM.
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CpaBHeHMe C CyLeCcTBYOLWMMU TEXHONTOTMAMM

MeTtop,

Pabota cuctem ynpaeneHus
B peXxmme pearbHOro

BpeMEHM

Bo3moxHOCTb peanusauuu

On penendeT OTKIOHEeHUA

HesHaunTenbHoe BAnsiHMe

O hekTUBHOCTL AOKa3aHa

HoBas OT HOpMarnbHbIX KOMaHg, Ha paboTy cuctem npw UCnblTaHUSIX B
TexHonorus yrnpaeneHns ans kaxaoro| Gnarogapst HanMUMKO YeTKUX cMoaennpoBaHHOM
COCTOSIHUS CUCTEMBI npasun 3aBO/CKOW cucteme
ConocTasnstoT Puck ypeamepHoro BNnsiHUs .
Ha paHHbIi MOMEHT
CyllecTByowme| nogo3puTenbHble cobbiTus Ha paboTy cuctem npm

NCNOJIb3YKTCA B CUCTEMAX

TEXHONOornn C MHOIro4ncieHHbIMU BO3pacTaHunn 4mncna

yrnpasrneHus npeanpusiTuem

Habopamu npaBun knbepartak

3avacTyto knbepaTaku Ha CUCTEMbI YpaBreHnst opMUPYIOT BPeOOHOCHbIE KOMaHAbI,
KOTOpble MNPaKTUYECKM HEBO3MOXHO OTMMYMTL OT KOMaH CUCTEMbl YnpaBneHus.
CywecTBytoLime MeToabl OOHapY)XeHUs1 aTtak, OCHOBaHHbIE HA CPaBHEHMMW BXOASLLErO
Tpaduka ¢ U3BECTHLIMWU NPUMEPaMU NOA03PUTENbHBLIX COBObLITUIA, HE BCeraa CroCOGHbI
CnpaBUTbCA C MOCTaBNeHHOW 3agadeilt. [lpouecc COMOCTaBNEHMSI [aHHbIX C
MHOTOYUCINEHHBIMU  M3BECTHBIMW MpUMEpPaMK MOA03PUTENbHBLIX COObITUA TpebyeT

BPEMEHM N MOXET NPUBECTM K cOOt0 B paboTe cnuctemM ynpaeneHusl.

MHxeHepbl komnaHuu Mitsubishi Electric npuwnu K BbiBogy, YTO TpaduK CUCTEM
yrnpaBneHnsa KpUTUYECKN BaXXHbIMW MHPACTPYKTypamMu pasnmyaeTcs B 3aBUCMMOCTU
OT COCTOSIHMA cuUCTeM (Korga CucTeMbl HaxoasTcs B paboyem wnu Hepaboyem
COCTOSIHUM, WNU NPOU3BOAUTCA UX oOcnyxmuBaHue). VIMEHHO noaToMy HoOBas
TEXHOSOrMa MCnonb3dyeT pasHble npaBuna And obHapyXeHus aTak Ha Kaxpoe wu3
COCTOSIHUI CUCTEMBI. TakK Kak ypOBeHb kmbepaTtak NpoaorkaeT CTPEMUTENBbHO pacTH,
cucTeMe npuxoauTcs TpaTuUTb Ype3BblMaHO MHOIMO0 BPEMEHW Ha onpegeneHve
LWabnoHoB NOAO3PUTENBHbLIX AENCTBUIA U COMOCTaBNEHNE KaXKAoro cobbITUA C Takumu
wabnoHamn. OQHAKO KONMUYECTBO KOMaHA, CUCTEM YNpaBfeHUs OrpaHUYeHo, 4To, B

CBOIO oO4epenb, NO3BOJNIAET OrpaHnyYnTb KONMMYECTBO WCNONb3yEMbIX MpaBWIl. QT0T
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NpUHUMN BbIST NONOXEH B OCHOBY HOBOW TexHomnornm ot Mitsubishi Electric, koTopas
GbicTpO noabupaeT coBnageHUss U BLISBMASIET aTaku, He Hapywasa paboTy cuctem
yrnpaBreHnsa B pexmnme peanbHoOro BpeMeHn. KomnaHusa onpegenuna, 4to KOnm4ecTBo
3aTpadnBaemoro Ha obHapyXeHne atakm Ha CUCTEMY ynpaBneHus BpeMEHU Anst HOBOWM
TexHonornn coctaensaetr 0,04 mc. lNpn ncnonb3oBaHUM TPALULMOHHBIX TEXHOMOIMMin
nokasartenu coctaBnsawoT 2,44 Mc, B TO BpeMs Kak Tpebyemoe 3HavyeHne OOmMKHO ObITb

poBHO 1,44 mc.

gﬂﬂ cnpaBKHU

B cBA3M C NMoBCeEMECTHbIM pacnpocTpaHeHnem uHTepHeTa Bewen (loT, Internet of
Things), B NPOMBIWMEHHOCTM W WHAPACTPYKType BO3HUKIIA HeobxoaMMOoCTb
obecneyeHnss BbLICOKOrO YpOBHS  kumbepsawmTtbl. [lo HacToswero BpemMeHu
Ge3onacHOCTb OOBLEKTOB WMHMPACTPYKTYPbl 3NEeKTPOCHabXeHus, raszoobecnevyeHus,
BOO4OCHabXeHns n gpyrmx obecneymBanacb MOCPEACTBOM (PU3NYECKOW MU30NAUUN,
MEXCETEBbIX 3KPAHOB AJ151 KOHTPOMs Tpadmka 1 Y)KEeCTOUEeHM NpaBui onepaTmBHOIO
ynpasnenunsa. OgHako 3a nocrnegHue rogbl 3Ha4NTENbHO BbIPOCO YNCIO KubepaTtak Ha
NH(PPaCTPYKTYPHbIE CUCTEMbI YNPaBEHUS, NPU KOTOPbIX (DOPMUPYIOTCS BPEOOHOCHbIE
KOMaHAbl, 3aMacKMpOBaHHbIE MO KOMaHAbl CUCTEMbl YNpasneHus u npusBogsaLine,

Hanpumep, K OTKIMKOYEHNIO 3ANEKTPONMNUTAaHNA U BbIXOAY o6opy,1:|,03ans| N3 CTpOA.

MaTeHTbI
Ha TexHonoruto, npeacTaBneHHyo B 3TOM NPEecc-pennae, OXXmaaeTca CeEMb SAMOHCKNX

NnaTeHToB N CeMb MeXOYHapOAHbIX NAaTEHTOB.

#HH
KoHTakTbl Ansa npeccobl
bnvHoBa AneHa ArasH Jlnnut
000 «Muuybucn Anektpuk (PYC)» KomMyHukaumoHHoe areHTcTBo Comunica
Ten.: +7 (495) 721 2073 Ten.: +7 (495) 937 1914
Alyona.Blinova@mer.mee.com lagayan@comunica.ru

http://MitsubishiElectric.ru
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O KkoMnaHuu

Kopnopauus ¢ 6onee 4yem OeBAHOCTOMETHUM OMbITOM NPeLOCTaBNEeHUs HaOeXHbIX
BbICOKOKAQ4Ye€CTBEHHbIX MPOAYKTOB U YCIyr KOPNopaTUBHbLIM U YaCcTHbIM NoTpebutenam
BO BceM mupe, Mitsubishi Electric sBnsieTca npusHaHHbIM nngepomMm B NPOU3BOACTBE,
MapkeTMHre U1 npofaxe 3feKTPUYECKOro U  3NEeKTPOHHOro obopyaoBaHUs,
MCronb3yeMoro B UHAOPMAUMOHHBLIX  TEXHOMOrMAX,  TeNeKOMMYHUKaLMUSIX,
nccnegoBaHMm KOCMoca, CyTHUKOBOW CBSA3U, ObITOBOM 3IEKTPOHMKE, NPOMBbILLSIEHHbBIX
TEXHONOIMAX, 3HepreTuke, TpaHcnopTe W cTpouTenbcTBe. bonee nogpobHas
nHdopmauusa o koprnopaumm Mitsubishi Electric goctynHa Ha ee rmobanbHOM canTte
http://MitsubishiElectric.com.

B 1997 rogy B Mockse 6bIri0 oTKpbITO NpeactasutensctBo Mitsubishi Electric Europe
B.V., eBponenckoro nogpasgenieHvs kopnopauuui, a cnycta nodytu 17 net ans
ycuneHus ee npucytcteus B Poccum n ctpaHax CHI™ 6bino cosgaHo OO0 «Muuybucu
anekTtpuk (PYC)» (M3IP). ObwectBo Obino oTKpbITO B MtoHe 2014 roga, a no3gHee B
CaHkT-lNeTepbypre un ExkaTepuHOypre 6binn  3apeructpupoBaHbl 060COBNEHHbIE
nogpasgeneHna OO0 «Muuybucn Snektpuk (PYC)». OCHOBHbIMW HanpaBrneHUsMu
pabotel MOP n ero obocobneHHbIX noapasgeneHun ABnATCS npodaxa CUCTEM
KOHOULMOHNPOBAHNA BO34yXa, MPOMBIWIEHHOW aBTOMaTuM3auun, MnpOABMKEHUE
BbICOKOBOJSIbTHOIO 3HepreTuyeckoro obopyaoBaHud, passutme 6GusHeca CUIoBbIX
nosynpOBOAHUKOB, BU3yanbHO-UHGOPMALMOHHbIX cucTem, XONOANNBHOro
obopynoBaHus, a TakkKe MapKEeTMHIOBble WCCMedoBaHWA C LeNbio BbiBOAa Ha
POCCUNCKUIMA PbIHOK HOBbIX NPOAYKTOB KOpropauuu.

Bonee nogpobHas nHgopmauums o gearensHoctn OO0 «Muuybucn dnekTpuk (PYC)»
B Poccum n CHI™ goctynHa Ha caunte http://MitsubishiElectric.ru.

Ei 000 «Muuy6uncu Anektpuk (PYC)» B coumansHoii ceT Facebook.com
000 «Muuy6ucy Inektpuk (PYC)» B coumanbHol ceTu Twitter.com
@) 000 «Muuy6ucy Anektpuk (PYC)» B coumanbHoii cet Linkedin.com
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